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INTERAC TTVE GAMTNG SYSTEM 

Hie present invention relates to an interactive gaming and digital audiovisual transmission 
system, in particular a gaming and digital television transmission system. 

Broadcast transmission of digital data is well-known in the field of pay TV systems, 
where scrambled audiovisual information is sent, usually by a satellite or satellite/cable 
link, to a number of subscribers, each possessing a decoder capable of descrambling the 
transmitted program for subsequent viewing. Terrestrial digital broadcast systems are also 
known. Recent systems have also used the broadcast link to transmit other data, in 
addition to or as well as audiovisual data, such as computer programs or interactive 
applications to the decoder or to a connected PC. 



The increasing sophistication of such technology, in particular in relation to the 
15 receiver/decoder devices used in the systems, has led to an increase in the possible 
services that may be provided thereby. In particular, a number of systems have been 
proposed using interactive technology to enable a viewer to, for example, participate in 
a quiz show, or to select further information regarding a product currently being displayed 
on a shopping channel. 
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In the case of gaming applications, a number of largely theoretical systems have been 
proposed to enable a viewer to gamble a sum of money on the outcome of a sporting 
event or casino-type game broadcast over a television network. In most of these systems, 
a viewer is usually obliged to open an initial account with the controlling gaming 
authority by phoning or mailing a money transfer to the gaming authority before any 
gambling can be carried out. The disadvantages of this sort of procedure will be 
apparent. 
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Alternative systems are also known, in which the viewer buys credits to be gambled in 
the form of an electronic purse, i.e. a smart card or the like, the credits in the purse being 
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available for subsequent gaming operations. The card is inserted in the decoder and the 
credits used thereafter in the subsequent gaming operations. When the contents of the 
purse are exhausted, the viewer buys a new card or re-charges the card at a suitable sales 
point. This system again implies a certain infra-structure to be put in place to enable a 
user to obtain the necessary credits to be gambled. 

The present invention seeks to overcome some or all of the disadvantages of these prior 
art systems. 

According to the present invention, there is provided an interactive gaming and 
audiovisual transmission system comprising a central gaming computer means for 
processing gaming data, a decoder adapted to receive gaming data from the central 
gaming computer together with transmitted audiovisual data, the decoder further including 
a card reading device for mteracting with a user's bank card in order to credit a gaming 
account held by the central gaming computer means in response to a transfer of credit 
from the user's bank account. 



In this way, the present invention enables a user to simply and quickly open and credit 
a gaming account from the comfort of his home, avoiding the more elaborate payment 
20 methods of the known systems. 

The type of bank card used in this transaction may be of the debit or credit type. The 
card reading device may in particular comprise a smart card reader adapted to interact 
with a bank card in the form of a smart card. 
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Advantageously, the decoder is further equipped with a second card reading device. For 
example, in the case where the decoder forms part of a television subscription service, the 
subscriber may be provided with a subscription card in the form of a smart card or the 
like. The provision of two card reader devices in the decoder permits the decoder to 
carry out credit transactions on a bank card inserted in one reader whilst the subscription 
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card is held in the second reader. 

In one realisation, the decoder may be adapted to obtain transfer of credit information in 
the form of an electronic certificate generated by the bank card in response to transaction 
data submitted by the decoder. This transaction information may include, for example, 
the details of the bank account of the gaming authority to be credited in the operation, 
the sum of money to be transferred etc. 

Typically, data is entered by the user into the decoder using a handheld remote control. 
In the case where a credit transaction is to be carried out, it may be necessary to enter 
the bank card PIN number using the remote control. In one embodiment, the decoder is 
provided with a handheld remote control, Some or all of the data sent to the decoder being 
encrypted by the handheld remote control and subsequently decrypted by the decoder. 
In this way, interception by third parties of sensitive data emitted by the remote control 
15 may be avoided. 

Preferably, the decoder is adapted to transmit transfer of credit information from the 
decoder to a bank server via a network communication link, for example, using an 
modem integrated in the decoder. 



10 



20 



25 



30 



The decoder may be adapted to directly communicate transfer of credit information to a 
bank computer. However, preferably, the system further comprises an intermediate 
communications server, adapted to receive transfer of credit information communicated 
from the decoder and to forward this information on to a bank server. 

The intermediate communications server may further be adapted to communicate with the 
central gaming computer means, for example, to inform the central communication means 
of a transfer of credit instruction being forwarded from the intermediate communication 
means to a bank computer, so as to permit the gaming computer means to set up an 
account without having to verify the transaction carried out at an associated bank server. 



-4- 



10 



15 



20 



25 



30 



Hie central gaming computer means may equally be adapted to receive and transmit 
crcdn information to or from a bank server via a network communication link. This may 
be necessary, for example, in the case of a win or in order to verify the transfer of funds 
from the bank account of a user to the gaming authorities bank account before opening 
a gaming account. 

Preferably, the decoder is adapted to communicate gaming information to the central 
gaming computer during gaming operation via a network communication link. This may 
be the same link as used to communicate transfer of credit information to a bank 
computer, for example, using a modem device integrated in the decoder. 

Some or all of the gaming information communicated from the decoder to the central 
gaming computer during gaming operation may be encrypted by the decoder. For 
example, the decoder may be adapted to transmit in encrypted form a code word entered 
by the user associated with the gaming account of the user held by the central gaming 
computer. 

The decoder may be adapted to directly communicate information to the central gaming 
computer during gaming operation. However, preferably, the system further comprises 
an intermediate communications server, adapted to receive information communicated 
from the decoder during gam in g operation and to forward this information on to the 
central gaming computer. This may be the same intermediate server as used for the 
transfer of credit information between the decoder and a bank. 

In the case where gaming information is encrypted by the decoder, the intermediate 
communications server may be adapted to simply pass this information "as is" to the 
central gaming computer. However, in one embodiment, the intermediate consumptions 
server is adapted to decrypt information received from the decoder and to re-crypt this 
information for subsequent communication to the central gaming computer. This may be 
required, for example, in the case where different encryption algorithms are used by the 
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decoder and central gaming computer. 

The intermediate communications server may further be adapted to communicate 
information to and from other computer devices, for example, computer databases holding 
TV subscriber information. In this way, the intermediate communications server may 
obtain directly information regarding the user of the system (name, address etc) to be used 
in setting up a gaming account, without the user having to re-enter the same information. 

The communication means used to transmit gaming data from the central gaming 
10 computer to the decoder may be defined in a number of different ways and by a number 
of different communication elements. For example, some or all of the gaming data sent 
from the gaming computer to the decoder may be transmitted via a transmitter means 
used to transmit audiovisual data to the decoder. 
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In addition, or alternatively, some or all of the gaming data sent from the central gaming 
computer to the decoder may be sent via a network communication link, for example, the 
same network used to communicate information from the decoder to the central gaming 
computer during gaming operation. 

In practice, a mixture of these two communication paths may prove optimal, the network 
path being used for rapid dialogue between the decoder and the gaming computer during 
real-time operation and the transmission path being used for relatively fixed data, such 
as screen format display data or the like. 



The present invention also extends to a gaming system for processing gaining data, 
comprising: 

means for transmitting gaming data to a user's decoder; 
means for receiving data from the user's decoder; and 

means for connection to a bank server holding the user's bank account in order to 
30 transfer credit to or from the account 
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The gaming system may include a gaming account held by the gaming system which can 
be credited in response to the transfer of credit. 

The gaming system may be adapted to communicate with the decoder and the bank server 
via a communications server. If so, the gaming system may be adapted to receive 
encrypted infonrjation from the communications server. 

The present invention also provides a interactive gaming and audiovisual transmission 
system comprising a gaming system as aforementioned, said user's decoder, and said bank 
10 server. 

As mentioned above the system may be used to permit gaming in relation to various 
events. For example, the central gaming computer may be adapted to generate a 
computer game (computer blackjack or the like), the computer generated images being 
15 transmitted via the audiovisual link to the decoder. 

However, as will be appreciated, the combination of gaming and audiovisual systems 
makes the present invention particularly adapted to permit gaming in relation to televised 
sports, such as horse racing or the like. In one embodiment, the present invention 
comprises a central gaming computer adapted to provide gaming data related to a real- 
time sporting event, the decoder being adapted to receive both gaming data and associated 
audiovisual data of the event. 
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In the context of the present application the term «audiovisual transmission system» refers 
to all transmission systems for transmitting or broadcasting primarily audiovisual or 
multimedia digital data. The present invention is particularly, but not exclusively, 
applicable to a broadcast digital television system. 

In this application the term « smart card » is used to mean any conventional chip-based 
card device possessing, for example, microprocessor and/or memory storage. Also 



included in this term are chip devices having alternative physical forms, for example key- 
shaped devices such as are often used in TV decoder systems. 

hi the present application, the term "decoder" is used to apply to an integrated 
5 receiver/decoder for receiving and decrypting an encrypted transmission, the receiver and 
decoder elements of such a system as considered separately, as well as to a receiver 
capable of receiving non-encrypted broadcasts. The term equally covers decoders 
including additional functions, such as web browsers, together with decoder systems 
integrated with other devices, for example, integrated VHS/decoder devices or the like. 



) 



Figure X shows the overall architecture of a digital television system, as may be 
incorporated in the gaming system of the present invention; 

Figure 2 shows the conditional access system of the television system of Figure 1; 
Figure 3 shows the structure of the decoder of Figures 1 and 2; 

Figure 4 shows a gaming system incorporating the television system of Figures 1 and 2; 
and 

Figure 5 shows a flow diagram of the logical steps involved in a gaming transaction 
Digital Television Sy stem 

An overview of a digital television broadcast and reception system 1000 adaptable to the 
present invention is shown in Figure 1. The system includes a mostly conventional digital 
television system 2000, which uses the known MPEG-2 compression system to transmit 
compressed digital signals. In more detail, the MPEG-2 compressor 2002 in a broadcast 
centre receives a digital signal stream (typically a stream of video signals). The 
compressor 2002 is connected to a multiplexer and scrambler 2004 by linkage 2006. The 
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muUiplexer 2004 receives a plurality of further input signals, assembles one or more 
transport streams and transmits compressed digital signals to a transmitter 2008 of the 
broadcast centre via linkage 2010, which can of course take a wide variety of forms 
including telecom links. 

The transmitter 2008 transmits electromagnetic signals via uplink 2012 towards a satellite 
transponder 2014, where they are electronically processed and broadcast via notional 
downlink 2016 to earth receiver 2018, conventionally in the form of a dish owned or 
rented by the end user. The signals received by receiver 2018 are transmitted to an 
integrated receiver/decoder 2020 owned or rented by the end user and connected to the 
end user's television 2022. The receiver/decoder 2020 decodes the compressed MPEG-2 
signal into a television signal for the television set 2022. 

A conditional access system 3000 is connected to the multiplexer 2004 and the 
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the 
decoder. It enables the end user to access digital television broadcasts from one or more 
broadcast suppliers. A smart card, capable of decrypting messages relating to commercial 
offers (that is, on or several television programmes sold by the broadcast supplier), can 
be inserted into the receiver/decoder 2020. Using the decoder 2020 and smart card, the 
end user may purchase events in either a subscription mode or a pay-per-view-mode. 

An interactive system 4000, also connected to the multiplexer 2004 and the 
receiver/decoder 2020 and again located partly in the broadcast and partly in the decoder, 
enables the end user to interact with various applications via a modernmed back channel 
4002. Such interactive applications may include an interactive shopping service, a quiz 
application, an interactive programme guide etc. 

In point of fact, whilst the interactive system 4000 has been represented as a discrete 
logical block, the physical elements of this system, such as the server or servers used to 
handle communications between the receiver/decoder and central servers, may be elements 
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shared with the conditional access system 3000. This will become clear in the description 
of the gaining system of Figure 4. 

Conditional Access System 

With reference ,o Figure 2, the conditional access system 3000 includes a Subscriber 
Authorization System (SAS) 3002. The SAS 3002 is connected to one or more Subscriber 
Management Systems (SMS) 3004, one SMS fo, each broadcast supplier, by a respective 
TCP-IP link 3006 (although other types of linkage cou!d alternatively be used) 
Alternatively, one SMS could be shared between two broadcast suppliers, or one supplier 
could use two SMSs, and so on. 
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First encrypting units in the form of ciphering units 3008 utilising « mother » smart cards 
3010 are connected to the SAS by linkage 3012. Second encrypting units again in the 
form of ciphering units 3014 utilising mother smart cards 3016 are connected to the 
multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a « daughter » 
smart card 302O. It is connected directly to the SAS 3002 by Communications Servers 
3022 via the modemmed back channel 4002. The SAS sends amongst other things 
subscription rights to the daughter smart card on request. 

The smart cards contain the secrets of one or more commercial operators. The « mother ,> 
smart card encrypts different kinds of messages and the « daughter » smart cards decrypt 
the messages, if they have the rights to do so. 

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic VME 
card with software stored on an EEPROM, up to 20 electronic cards and one smart card 
3010 and 3016 respectively, for each electronic card, one (card 3016) for encrypting the 
ECMs and one (card 3010) for encrypting the EMMS. 

Also shown in Figure 2 is a handheld remote control used by the viewer to control and 



-10- 

program functions of the receiver/decoder 2020. 



Multiplexer and Scramhter 
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With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is first 
compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This compressed 
signal is then transmitted to the multiplexer and scrambler 2004 via the linkage 2006 in 
order to be multiplexed with other data, such as other compressed data. 

The scrambler generates a control word CW used in the scrambling process and included 
in the MPEG-2 stream in the multiplexer 2004. The control word CW is generated 
internally and enables the end user's integrated receiver/decoder 2020 to descramble the 
programme. Access criteria, indicating how the programme is commercialised, are also 
added to the MPEG-2 stream. The programme may be commercialised in either one of 
a number of « subscription » modes and/or one of a number of « Pay Per View » (PPV) 
modes or events. 

In the subscription mode, the end user subscribes to one or more commercial offers, of 
« bouquets », thus getting the rights to watch every channel inside those bouquets. In the 
preferred embodiment, up to 960 commercial offers may be selected from a bouquet of 
channels. In the Pay Per View mode, the end user is provided with the capability to 
purchase events as he wishes. This can be achieved by cither pre-booking the event in 
advance (« pre-book mode »), or by purchasing the event as soon as it is broadcast 
(« impulse mode »). 

Both the control word CW and the access criteria are used to build an Entitlement Control 
Message (ECM); this is a message sent in relation with a scrambled program. The 
message contains a control w 0rd (which allows for the descrambling of the program) and 
the access criteria of the broadcast program. The access criteria and control word arc 
transmitted to the second encrypting unit 3014 via the linkage 3018. In this unit an ECM 



is generated, encrypted with an exploitation key Cex and transmitted on to the multipl 
and scrambler 2004. 



Programme Tra nsmission 

The multiplexer 2004 receives encrypted EMMs from the SAS 3002, encrypted ECMs 
from the second encrypting unit 3014 and compressed programmes from the compressor 
2002. The multiplexer 2004 scrambles the programmes and communicates the scrambled 
programmes, the encrypted EMM (if present) and the encrypted ECMs to a transmitter 
2008 of the broadcast centre via linkage 2010. The transmitter 2008 transmits 
electromagnetic signals towards the satellite transponder 2014 via uplink 2012. 

Program me Rftrpptinn 

The satellite transponder 2014 receives and processes the electromagnetic signals 
transmitted by the transmitter 2008 and transmits the signals on to the earth receiver 2018, 
conventionally in the form of a dish owned or rented by the end user, via downlink 2016.' 
The signals received by receiver 2018 are transmitted to the integrated receiver/decoder 
2020 owned or rented by the end user and connected to the end user's television set 2022. 
The receiver/decoder 2020 demultiplexes the signals to obtain scrambled programmes 
with encrypted EMMs and encrypted ECMs. 

If the programme is not scrambled the receiver/decoder 2020 decompresses the data and 
transforms the signal into a video signal for transmission to television set 2022. 

If the programme is scrambled, the receiver/decoder 2020 extracts the corresponding ECM 
from the MPEG-2 stream and passes the ECM to the « daughter » smart card 3020 of 
the end user. This slots into a housing in the receiver/decoder 2020. The daughter smart 
card 3020 controls whether the end user has the right to decrypt the ECM and to access 
the programme. If not, a negative status is passed to the receiver/decoder 2020 to indicate 
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U- the prograrcme ca.no, be descrambled. If the cud user does have the rights, the ECM 
» decrypted and .he control wotd extracted. H. decoder 2020 ca. then descramble the 
programme using this control word. TT,e MPEG-2 stream is depressed and translated 
into a video signal onward transmission to television set 2022. 

Subscriber Manager™™ System f ai»| 

A Subscriber Management System (SMS) 3004 delude, a database 3024 which manages 
amongst others, all of the end user files, cornmercia! offers (such as tariffs and 
promotions), subscriptions, PPV details, and data regarding end user consumption and 
authorization. The SMS may be physically remote from the SAS 

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006 to 
enable modifications to or creations of Entitlement Management Messages (EMMs) to be 
transmitted to end users. 



The SMS 3004 also transmits messages to the SAS 3002 which imply no modifications 
or creations of EMMs but imply only a change in an end user's state (relating to the 
authorization granted to the end user when ordering products or to the amount that the 
end user will be charged). 

Entitlement Management Mcsffiw* and FnritW^ r„ ntrol M „.,„. 

ECMs or Entitlement Control Messages are encrypted messages embedded it, toe data 
aream of a transmitted program and which contain the control word necessary for 
desampling of par, or all of a program. Authorisation of a given receiver/decoder is 
controlled by EMMs or Entitlement Management Messages, transmits on a less frequent 
basts and which supply an authorised receiver/decoder with ft. exploitation key necessary 
to decode the ECM. 
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An EMM is a message dedicated to an individual end user (subscriber), or a group of end 
users. A group may contain a given number of end users. This organisation as a group 
aims at optimising the bandwidth; that is, access to one group can permit the reaching of 
a great number of end users. 

Various specific types of EMM may be used. Individual EMMs are dedicated to 
individual subscribers, and are typically used in the provision of Pay Per View services. 
So-called « Group » subscription EMMs are dedicated to groups of, say, 256 individual 
users, and are typically used in the administration of some subscription services. This 
EMM has a group identifier and a subscribers' group bitmap 

For security reasons, the control word CW embedded in an encrypted ECM changes on 
average every 10 seconds or so. In contrast, the exploitation key Cex used by the 
receiver to decode the ECM is changed every month or so by means of an EMM. The 
exploitation key Cex is encrypted using a personalised key corresponding to the identity 
of the subscriber or group of subscribers recorded on the smart card. If the subscriber 
js one of those chosen to receive an updated exploitation key Cex, the card will decrypt 
the message using its personalised key to obtain that month's exploitation key Cex. 

20 The operation of EMMs and ECMs will be well-known to one skilled in the art and will 
not be described here in any more detail. 
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Referring to Figure 3, the elements of a receiver/decoder 2020 or set-top box for use in 
a digital broadcast system and adapted to be used in the present invention will now be 
described. As will be understood, the elements of this decoder are largely conventional 
and their implementation will be within the capabilities of one skilled in the art. 

AS shown, the decoder 2020 is equipped with several interfaces for receiving and 
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fitting data, in paitfal]ai „ m£Q ^ m<J dem _ 
moden, 2028 ,„ r sending Md receiving da(a v)a fte Wephonc 

c^ent, - - **** a o,. Md smm ^ Kader 2030 

203!, to firS , reader 2030 for accepting , ^ ^ J 

^ mPOr,an ' ^ * «« .he gaming systcm of Kigurc 4 . ' 

> ^decoder also includes a receive, 2043 for receiving infra-red ^ sigMls frQm ^ 
andse, remote control 2044 and . Pc ritel output for ^ ^^^ ,0 a 

^ed s,^ s ftom ^ tadMt 2044 to iecejvCT ; 

obtarned by any third party monitoring ^ tansmission 

Such algorithms will „o, bc described fc My ^ ^ ^ ^ 
symmetric algesic k ey known t0 botn haodset ^ Md receivel/decodeI ^ 

chosen by the recerver/decoder 2020 and displayed by .he Revision 2022, to user then 

ZTT todsc ' 2044 wi,h tUs mraber ,o — - *• «—« 

,1 USmS "■ aJg0n " aml ^ » «« used to 

recetvcr/decodcr to decrypt to received infra-red signals. 

s?T ta ! ^ Signa,S ^ ^ ^ ~» « - W- output 

unt, wtton the decoder may correspond ,0 to, used in a known decoder and wi,l not be 
d^enbed Here in any detail, r, may be based, for esample. on a ^ ^ 
~g vta an interface layer w iUl a ,ower leve! operating system demented m to 
hardware components of to decode, ta tenns of to hardware architecture, to decoder 
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will be equipped with a processor, memory elements such as ROM, RAM, FLASH 
memory etc. as in known decoders. 

Applications processed by the control unit 2045 may be resident application, stored in the 
ROM or FLASH of the decode, or applications broadcast and downloaded via the MPEG 
nrterface 2 of the decoder. Applications can include program guide applications, games 
mteracovc services, teleshopping appUcations, as well as initiating applications to enab.e 
.he decoder to be immediately operational upon start-up and applications for configuring 
the decoder. Applications are stored i„ memory locations in the decoder and represented 
*s resource files comprising graphic object description files, unit files, variaMes block 
files, instruction sequence files, application files, data files etc. 

Conventionally, applications downloaded into the decoder via the broadcast link are 
divided mto modules, each module corresponding to one or more MPEG tables Each 
MPEG table may be divided into a number of sections. For data transfer via the serial 
and parallel pons, modules are also split i„,o tables and sections, the size of the section 

depending on the channel used. 

In the case of broadest transmission, modules are transported in the form of data packets 
w lt hm respective ^ of ^ ^ for ^ ^ ^ ^ ^ ^ ^ 

stream, a text data stream. In accordance with MPEG standards each packet is preceded 
by a Packet Identifier (PID) of 13 bits, one PID for every packet transported in the MPEG 
stream. A programme map table (PMT) contains a list of the different streams and 
defines the content of each stream according to the respective PID. A PID may alert the 
dcv 3 ce to the presence of app l icati{ms * the ^ ^ ^ pJD .^.^ 
PMT table. 



Gaming System Architertirn* 
30 Referring now to Figure 4, there wi,l now be described Ute elements and functioning of 
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a gaming system according to a. embodiment of ^ 

system i ncludes the P resc * '"vennon. ^ gaming 

Fi^es ! and 2 , which have ° ^ "r° n — - in 

0 is indeed particular adan^rf • ' thc P rc **t system 

ei K ^ 0 : rii^ 8 r iviMra ^ ^ ^ »» 

adapts .oge^teodds ca.cul ate w ^ * 

saving ^ 4M2 „ ^ WUmDiS " » re,aIion "» *• n ev cn , n. 

— m , d ~:rr^: 3022 b ne — - - — 

,,- , . , 3022 ma y be implemented by an t^c 

link or via a dedicated line. The netwnrV w t y X25 Tra nspac 

™e network hnk for the server is indicated broadly at 4010. 

As described above, the communication server 30^ on 

receiver/decoder 2020 by means of a tc] h " 22 0Qn «™«te. with the 
receiver/decode, ^ ™ ™*» of the 

The gaming server may b£ equalJy ^ ^ 

2020 v» a satellite link, indicated broadly at 4011 »*,<•♦• vcr/decoder 
multiplexer 2004 for ,,h • * ° f fnfo ™^on into the 

Plexor 2004 for subsequent nation in the transmitted MPEG stream 
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As will be understood, all convocations from the receiver/decoder 2020 Co the gamin, 
server 4002 are via the receiver/decoder modem and communication server 30-2 In the 
case of communications from the gaming server 4002 to the receiver/decoder 2020 the 
cho.ee of communication channel and communication means (MPEG satellite transmission 
- communication server/modem connection) may depend on the nature of the information 



or 

to be transmitted 



Typ.cally, the satellite link 4011 wil, be used ,o send data or Nation that may u 
updated ob a daily basis or which may be received by any number of receiver/decoders 
» the park (odds for tomorrow's races etc). In particular, the satelHte hnk may be used 
to dow^oad the application tha, needs to be insraUcd in tbe receiver/decoder to enable 
the receiver/decoder to function to the gaming system. 

to contest, the modem link 4010 may be preferred for data tha, changes on a minute-by- 
mmute basis or tha, is specific to a particular user (results of las, race, current state of the 

account of the user etc). 

In addition to handling gaming activities resulting from bets placed via the 
reccver/deeoder 2020, for example as programmed in using the remote com* 2044 the 
gaming server 4002 may also be adapted to manage bets to be placed by other input 
means, for esampU as placed by . phone service or as received by a "Minitel" type 
system, as used in France and other countries. 



Tie gamtng system server 4002 is additionally connected to a bank server network 40O3 
composing one or more ban* servers 4005, 4006. rtc bank server network may 
correspond to an existing network used to handle electronic payment transactions Tbe 
level of security and encryption in the communications between each of the elements of 
the gaming system will be described in more detail below in relation ,o the operation of 
the system. 
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As mentioned in the introduction of th 

* ~ * ^ acommK ^ jt^rr ,o ™ ^ iaborioas 

W .he viewer e ither t0 pay by . ^ ^ «*- a Uthmily , 

e,o or t0 piysicaIly purctee m P :;*t tr- ^ 

F y °y Jneans or a credit or deHit • 

above, *. p^o, of a decoder pra J cd j d reffl °'° eO " ,r01 - AS — 
— .he decoder t0 ho^p I" ^ *" 

1= access rights ( „ „ ^ a ™ *» "ewers 

taerted m .he decoder. """acting with « credit/debi, card 

fa Ms account. * ^ ^ "™- — 00 fabling the sums 



Opening * n acc QuTit 
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In the present case, the card reader ?ftti *, 

«ader used h, barAfae , J *?' tocn0nS a ' Sfail " ™»oer to a standard card 
P~ in the reader. As with ! „ ^ *" °" " ^ ^ 

*- *. n^ory zones on the card arc ■ W ' ,W,B ™ 1 - *" "« "~ 
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In order to open and credit an account with a 

an account with the gaming system server the fnii™ • 
are earned out during a first phase: following steps 

-one, tha, be ^ to ^ , q ^ ^ » ~ - ~» ft. sum of 

b) After having fa,^^ ^ ^ ^ 

enter his personal PIN code ^ t a read « 2031, the viewer is 
0 enter the code, after w „ich th 3 ,^aXimU^, ° f '» 

Note tha, in thecal of sensitive itformahon concealed to th ■ 

- handset (in parties the PrN code) lte ^ cn " 0 ""* fc ~ te * 
the handset may he scrambled before transmission t^^hld " I ^ ^ * 

- .0 ~~ ,-ereeption of this information by ^ ^.^1 ^ " 

e) Assuming the code is correct, &c m ^ 

response to a reouest f™™ - „ certain information in 

- -hie the dllTvlTrt ' *** ° f - te — 

Within, for cJTL tra , , ^ °' dUna£ * «- «-** - 

example, the transacaon limit of the card holder for that period. 

d) The receiver/decoder then passes ,o the smart card informs 

•-section inciuding the amount o, the transaction L^TT- * 

*» details Of the bank account to be cre^ ' " ** 

of the account to be credited JL k " ' mKaC ' i0 ' 1 " " 00 ^ 

«* card from the g^vl ^ '° ««* *— — °< 

server). ^* ^ ^ * te commtmications system 

e) In the conventional manner, the smart card then calculates a firs, n „ m • 

«ut.iuaies a trrst numeric certificate 
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using this information whiVi, 

uun > wnicn is communicated *k= 

«. c-U-d a,d c_ rat e d t0 tbc ^ ^ ~ « « rtfirate 

card are then closed off. ^° ry 2 ° nes of the s ^ 

5 

Tie generation of a pair of numeric 

- - « . „ ,zr c — 

° DCe above have beea carried out the S v« em ,h. 
0 mvclvtog coaptation baw ' *" "oves to . second phaM 

fl oerween the receiver/decoder on->n *u . 
communication server 30^ w k ^ ' hc mte nnediatc 

«^ juu and the bank server 4005. 

I'zzzzz sr r ~ 2020 — - - 

is transmitted to the server d ° m numbcr > which 

fcch checks the ^ valuc „ sing , bc equ . valcnt pubi . c ^ 

<0 Assu^g tie identity of the communication server* verified * 

-020 sends to ^ communication ^ ^ ^"JT* "» ^-/decoder 

- — - - - — — «^c:::r ::::: 1— 

and send, „ ^b^^J^T -' *"* «* «0 - »ta 

«—ftr of money betweenle t '°° " C ~ «™ -rver. n. 
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0 0« .he co_ non MrveI 3022 iK Kcejvcd actaowtedgemeji[ of ^ 

the monetary .ransfer. a message wiU bc « t0 lhe recsjver/decoder 
cnmpleuon of me transfer and the operation will proceed ,o ,he ne*. phase. 

5 Note tha, the same s,eps a) to i) as used in the firs, two phase, wm also be carried 0ut 
- «.e even, tha. the user wishes to increase the credit in an existing ^ ^un, 

The ne* phase in the opening of , gaming account invoives communication between tie 
™/decoder 2020, the communication server 3022 (and the SAS and SMS servers 
300., 3004) and the gaming server 4002. Tie information communicated between these 
servers * iargeiy non-sensitive and may be communicated in dear, with me exception 
of the code word chosen by the user to obtain access ,0 his gaming account. 

i) Using the information (name, address etc) on the user heid in the SAS and SMS 

H IT 4, " , — - — ™™ > — * « ° " 

amount w,th the gammg sysKm X[va 40Q2 Ms Ummega ^ ^ 
SMS server durmg the origin,, procedure carried o u , when the user originaUy subscribed 
>0 the teievrs.on service. The user is thus spared the inconvenience of repeating a.1 this 
mformarron when subscribing to the gaming service. 

Note that in the even, ma, SMS database reveais, for exampie, tha, the subscriber is in 
deh, wrth the tension service, the communication server may abort the opening of an 
accoun, w,,h the gaming service. mis csrra verification step may be carried ou, Lier 
for example, at step g). 

k) In one embodiment, me communication server 3022 may send the subscriber 
mfonnat.on to the receiver/decoder 2020 where i, is dispiayed on me Revision 2022 for 
venficafon by ,he use, Once verified, the information is sen, „ the gaming 5 y S ,em 
server 4002 where a gambting accoun. is created by the server 4002 
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L?1T mfoma,ioa (accoMt numb « -j * - « *» , te gaming 

400 ™ the con_tion server 3022, ,o the receiver/decoder 2022. n, J is aen 
™« .o choose . suitab]e ^ for ^ accoum - - *- 

system a, ev„v openin, of a 8 amin g session. ^ for ^ pR , ^ 
may be scramb.ed by the remote (0 avoM imaa;ptim ^ descrafflbkd ^ ^-de, 

») 1* Code won, is the* encrypted b y a pub Uc key of . puo lie /p rivaIe ta y pair held in 
the recetvet/decoder 2020 and sen, t0 the J m 3^!! , 

patr a, used to ,„c V e nflcation of comnumfcan . on ^ ^ ^ ^ » 
£ ^ code word is then re - enaypled by ^ 

7^1 ^ ^ - - comniiiDicaaoii ^ 

3022 and gaming server 4002. 

Once the user has set U p and credited a gaming account with th, <r - 

* * *«-t*Junr witn the gaming server 4002 »n 

tore gambling transactions will be handled between the receiv /„ , 

gamin, system server 4002 A, the™ , "~'vcr/decoder 2020 and the 

At tte start of every gamine se«irm .,.„.♦ 
will demand the user's assi^d ^ „ y SerVer 4002 

rcceiver/decod T \ ^ * « between the 

~^*r and the gaming ^ v , fc ^ ^ ^ 

For simplicity, and in order to p crm it a M y rapid dialogue , ^ . 
responses between the user »m ■ questions and 

rcsuits are «, H § ? """" " "* r «° * » d <* 

are preferabiy passed via the .Cephone/modem , ink aod the _ iC a.on serve, 
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3022. Certain data, such as the format of the screens displayed by the receiver/decoder 
in gaming mode and/or slowly edging or universal data (details of that day's races the 
horses taking part etc) may be passed via the satellite uplink in order to take advantage 
of the bandwidth of this channel. 

Other embodiments, in which data is shared between the two communication channels in 
alternative ways may nevertheless be envisaged, for example, where all co mm unieation 
from the receiver/decoder to the gaming system server passes via the modem link, whilst 
all communications from the server to the receiver/decoder pass via the satellite link. 

As mentioned above, the present system may be used with a number of interactive 
gaming applications, for example, with computer games such as blackjack, poker or the 
bke, m which the user places a bet on the outcome of a game managed by the gaming 
server. However, in view of the use of television broadcast technology, the system is 
particularly adapted to permit gaming in relation to live action sporting events, such as 
televised horse, dog or camel racing. 

Figure 5 is a flow diagram of the steps involved in the placing of a bet in relation to one 
or more broadcast horse races, m the present case, the bet is to be placed in respect of 
the present day's races, i.e. in "real time" and the odds quoted for the horses may depend 
on the time at which the bet is taken. In alternative embodiments, bets may be placed 
the day or week before the race or races in question. 

Firstly, at step 5000, the user enters his code word and opens a betting session. At steps 
5001 and 5002, he chooses the racecourse he is interested in and one of the races running 
at that racecourse, respectively. Depending on which race is running, the user may be 
offered a number of different standard types of bet, from a simple bet to more complex 
bets, including main and side bets. 



As will be appreciated, the bet types offered may be determined according to the wi 



wishes 



r ori,y * b ° ^ — - - - - - - — - 

A. Ste p5003,,l U: u SerchoosesIh fbe 

* b- O ooe W, _ slep , ^ S0M wtere ^ ^ - ■ -P.e 

the bet, ie wheth^ •„ cnooses the formula of 

whetiier the horse wjll win or be placed in the first th™ n * 
«* 5005, the US er chooscs the i0K£ he ^ (o J^' *~ " *« P-^, A, 

bo- to wh, and/or d h ""' ^ '° r Marapk <*— « 

LU W1D ana/or one horse to be niacin <■» 

may be made « moi ,„ „ ! P W '°" r - combination 

made presented ,„ « flect ^ chojcc Qf ^ ^ 

««r chooses the horses he wishes to bet or,. P 
bets piaced and 11 of ^ ^ '*> * "» - « 

- hi, is ::; :r ,o * won - *■ - - — - - 

the user. Th ese wlII ^ subt[acted 0r addcd autCmati . 

account The .n^r ™™ ^ J uuau y to ^$ gaming 

The user raay dcinand at my time ^ rf ^ 

In the event that the user eventually wishes to <W th 

his winning to his h, t aCC ° Unt ° r t0 ««o of 

^gs to lus bank account, a message to this end may be sent bv th 

receiver/decoder 2020 to th. „ • y hc USCr from the 

"aer ZU20 to the gaming system Server 4002 (F - 

server 4002 will communicate with the bank server 4006 to oZ ' 
the user's bank account «• , g 3 crcdit transfcr to 

bank account. Sui ce the identity and bank details of the owner of the 
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receivcr/decoder are already known, th. server wfll only transfer money froro the gan,™ 
account of the user ,o the bank account ongmaUy used in the setting up of the gaming 



account. 



It will be understood that the present invention has been described above purely by way 
of example, and modifications of detail can be made within the scope of the invention. 

Each feature disclosed in the description, and (where appropriate) the Cairns and drawings 
may be provided independently or in any appropriate combination. 

In the aforementioned preferred embodiments, certain features of the present invention 
have been implemented using computer software. However, it will of course be clear to 
the skilled man that any of these features may be implemented using hardware 
Furthermore, it will be readily understood that the functions performed by the hardware 
the computer software, and such like are performed on or using electrical and like signals' 



CLAIMS 



) 



1. A* tractive gating and audiovi S ual transmission system comprising a central 
garmng computer means for processing gaming data, a decoder adapted to receive gaming 
data from the central gaming computer together with transmitted audiovisual data the 
decoder further including a card reading device for interacting with a user's ban, card in 
order to credit a gaming account held by the central gaming computer means in response 
to a transfer of credit from the user's bank account. 

2. An interactive gaming and audiovisual transmission system as claimed in claim 1 in 
wh^ch the decoder is e q uipped with a card reading device in the form of a smart card 



3. An interactive garaing ^ audiovisual sygtem ^ fa ^ ^ 
~, in whrch the decoder is further equipped with a second card reading device 

4. An interactive gaming and audiovisual transmission system as claimed in any 
precedmg claim in which the decoder is adapted to obtain transfer of credit information 
m the form of an electronic certificate generated by the bar* card in response to 
transactjon data submitted by the decoder. 

5. An interactive gaming and audiovisual transmission system M m 
^ceding .data in which the decoder is provided with . handbeW remote m 
or a.1 of the data sent to the decoder being encrypted by the handheid remote con.ro! and 
subsequently decrypted by the decoder. 

6 An interactive gami ng and audiovisual transmission system as claimed in any preceding 
datm in which the decoder is adapted to transmit transfer of credit information from the 
decoder to a bank server via a network communication link. 



21. A gaming system as claimed in Claim 19 or 20, adapted to communicate with 
decoder and the bank server via a communications server. 



22. A gaming system as claimed in Claim 21, adapted to receive encrypted information 
from the communications server. 

23. A gaming system as claimed in any of Claims 19 to 22, adapted to transmit gaming 
data related to a real-time sporting event. 

24. An interactive gaming and audiovisual transmission system comprising a gaming 
system as claimed in any of Claims 19 to 23, said user's decoder, and said bank server. 
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ABSTRACT 
INTERACTIVE GAMTN G SYSTEM 



An mteractivc gaming and audiovisual Mission system comprising a central gating 
computer 4002 for processing gaming data, a decoder 2020 adapted to revive gamin g 
data from the central gaming computer 4002 together with transmitted audiovisua! data 
the decoder further including a card reading device for interacting with a user's bank card 
m order to credit a gaining account held by the central gaming computer means in 
response to a transfer of credit from the user's bank account. 
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